ONLINE DATING AND HOW TO

STAY SAFE

Louis Scarantino



« Have you ever heard of Manti Te'o, a famous football linebacker and the celebrated college
football sensation from Notre Dame? While playing at Notre Dame, he received All-
American honors and eight national awards. About a decade ago, Te'o made headlines after it
was discovered that he was being catfished.

* In 2012, his story gripped the nation, not just for his extraordinary prowess on the gridiron
but for a story that tugged at our heartstrings. It was a story of love, loss, and the devastating
tragedy of a young woman named Lennay Kekua, whom Te'o claimed to be his girlfriend.
Her battle with leukemia, their virtual connection, and her untimely demise had the media in
a frenzy, with fans and the public rallying around him.

 But here's where the drama unfolds: Lennay Kekua was never real. What seemed like a
heartwarming tale of love turned out to be a crafted deception, a dark web of lies and
manipulation that trapped Manti Te'o, and it all began online. Te'o had been the victim of a
catfishing hoax. The person he believed to be his girlfriend was a fictitious online persona
created by Ronaiah Tuiasosopo, a person with whom Te'o had interacted online. Tuiasosopo
had used stolen photos and fabricated stories to manipulate Te'o emotionally. Te'o believed he
was in a genuine online relationship with a woman who turned out to be entirely fictional,
leading to significant emotional distress and public embarrassment.



» The reason | shared this story is not only to shed light on this tragic incident but also to warn
you of the risks associated with online dating, where trust can be shattered and hearts can be
broken with just a few clicks. Online dating offers exciting opportunities to connect with
potential partners, but it also comes with its own set of challenges and potential pitfalls.

 Today, I will discuss the fascinating world of online dating, as well as key strategies for
remaining safe while navigating this digital landscape. | will provide you with the knowledge
and tools you need to make your online dating experience not only enjoyable but also safe.

 There was a time, not too long ago, when finding love was a pursuit limited to chance
meetings at the cozy corners of cafes, under the glittering lights of parties, or through the
Introductions of mutual friends. The only way to truly know someone was by spending time
face-to-face, where smiles and glances conveyed more than words ever could. It was a time
when the only way to truly know someone was by sharing physical space, observing their
quirks, and hearing their laughter. It was a time before technology connected us virtually, and
love was all about spontaneous moments.



* Now, fast forward to today, where the digital age has revolutionized the way we meet
potential partners. The pursuit of romance, once defined by the unpredictability of fate, has
been digitized, streamlined, and, in some ways, made more accessible. The online platforms
have opened doors to a world of possibilities, offering a vast pool of potential matches and
the ability to connect with individuals.

« Millions of Americans currently use online dating platforms, and this number continues to
grow exponentially each year. In fact, according to Statista's data from 2022, the United
States led the way with the highest share of online dating service users, with about 24.1
percent of the population giving it a try. With such a significant portion of the population
turning to online dating, it's only natural to wonder about its safety. In this digital world,
authenticity is sometimes compromised, and what meets the eye may not always match
reality. Amidst the flood of swipes, likes, and messages, the question arises: Can we truly find
genuine connections, and can we do it safely in this digital landscape?

 Before we get into safety concerns, let us take a step back and look at the history of online
dating.



 Online dating is not something we just stumbled upon 5, 10, or even 20 years ago. The roots of
online dating go deeper and date back to the explosive growth of the Internet in the mid-to-late 1990s.
It was a time when the world was still figuring out the wonders of the World Wide Web. Personal ads
had already been around, but the Internet gave them a whole new dimension. By the end of that decade,
the concept of online dating had started to become relatively acceptable. But guess what? Even before
the Web as we know it today, there were early signs of people using technology to find love.

 Think of those primitive online gathering spots like bulletin boards and newsgroups. They were like
the ancestral social media platforms, where people with similar interests could connect, and yes, that
included dating. It was the Wild West of the digital world, a place where sparks could fly through
screens. Then, in 1995, the game-changer arrived — Match.com. It marked the official birth of online
dating as we know it today. By 2007, online dating had skyrocketed to become the second-highest
online industry for paid content. It was no longer a strange experiment but a full-fledged revolution in
the way we seek love and companionship.

» The concept was revolutionary—the idea that you could connect with people from all over the world
without leaving the comfort of your own home. The concept that distance and borders could be bridged
with just a few clicks was fascinating. These early platforms were rudimentary compared to today's
sophisticated dating apps, but they laid the groundwork for the industry we know today. As technology
continued to advance, the world of online dating expanded, offering more opportunities for people to
find love and connection in this digital age.



« As we speak, online dating has become a force to be reckoned with, impacting the way we form
relationships and find companionship. From the convenience of swiping right to the thrill of making
that first connection, it's a world that has transformed how we approach the quest for love. It's more
than just a way to find love; it's a cultural shift that has transformed the very nature of human
relationships. The prevalence of online dating has reshaped the way we connect, communicate, and fall
In love. It's no longer a novelty; it's an integral part of our lives. It's a platform that offers us the
potential to meet people from diverse backgrounds, interests, and walks of life, something that was
once nearly impossible in the offline world.

* Now here's a thing; it’s not just a trend; 1t's a global movement. The United Kingdom follows the
USA, with 18.7 percent of people in the UK using online services to search for life partners, sexual
partners, or flirting. In Germany, just over one in ten people were using online dating services in 2022.
The numbers speak for themselves, underscoring the popularity and growth of online dating platforms.
It is a modern-day love revolution where geography is no longer a barrier to finding your special
someone or simply enjoying a virtual flirtation.

« But what lies beneath this surge in popularity? One of the most significant advantages is the
Increased accessibility it offers potential partners. In the past, people were limited to dating within their
Immediate social circles. Online dating has shattered these limitations, allowing individuals to connect
with like-minded people from all walks of life and across the globe. It's a powerful tool for those who
might have otherwise struggled to meet potential partners due to various checks.



 Additionally, online dating provides a lot of dating options. Dating apps and websites provide various
preferences, from niche dating sites for specific interests to general platforms that encompass a wide
range of people. This diversity allows individuals to explore different dating styles, connect with people
they might not have otherwise encountered, and find partners who truly align with their values and
Interests.

« Although online dating has changed the way we meet, safety concerns still loom over it.

 One of the most prevalent risks in online dating is encountering catfishing. Catfishing occurs when
someone creates a fictitious online persona to deceive others. These individuals often use someone else's
photos and provide false information about themselves. The reasons behind catfishing can range from
emotional gratification to more sinister purposes, like fraud or harassment. Catfishing is often carried out
with the intent of fooling a specific victim. The end goal can be financial gain, though other motives
range from intent to harm or embarrass victims to simple wish fulfillment. However, this is not the only
risk associated with online dating.

 People on dating apps face financial scams very often. Scammers on dating sites can sometimes try to
trick others into giving them money. In 2011, these romance tricksters managed to take more than $50
million from their victims! They come up with all sorts of stories like they're stuck in another country
and need money to visit you. It's essential to be careful and not give money to anyone you meet online,
especially if their story seems fishy.



 Online dating can also expose you to various forms of fraud. Scammers typically
build trust with their targets over time and then manipulate them into sending money
or personal information. These scams can take many forms, such as long-distance
relationships that suddenly require financial assistance or requests for money to cover
alleged emergencies.

* In 2018, the Federal Trade Commission reported Sentinel had more than 21,000
reports about romance scams, and people reported losing a total of $143 million—
that’s more than any other consumer fraud type identified in Consumer Sentinel.
These scams can have devastating financial and emotional consequences, as victims
often find themselves both financially depleted and emotionally shattered.

» How safe are these digital avenues of romance, really? Privacy concerns and data
security take center stage in the world of online dating. Some dating apps have faced
data breaches, compromising user data and privacy. Users frequently share personal
Information on dating platforms, including their location, interests, and even intimate
details of their lives. This information can make them vulnerable to identity theft,
harassment, or stalking, as malicious actors can exploit it for their own gain.



 Let me take you back to July 2015, when an unknown person or group calling itself "The Impact
Team" announced they had stolen the user data of Ashley Madison, a commercial website to
satisfy the needs of married people who are looking for extramarital affairs. The hacker(s) copied
personal information about the site's user base and threatened to release users' names and
personally-identifying information if Ashley Madison would not immediately shut down. As
evidence of the seriousness of the threat, the personal information of more than 2,500 users was
Initially released. The company initially denied that its records were insecure and continued to
operate.

 This incident serves as a reminder of the importance of protecting one's personal information in
the world of online dating. It also warns you that even the places you think are secure can
sometimes get hacked, and your private stuff could end up in the wrong hands.

* Besides security concerns, which make us wonder just how safe our personal information really
IS, there's something even deeper to think about when it comes to online dating. It's about the
emotional and physical safety of the people involved. When meeting someone for the first time in
person, it can be challenging to test their true intentions accurately. People go online looking for
love, trust, and happiness, hoping to connect with others and find fulfillment. Unfortunately, there
have been cases of individuals encountering dangerous situations or even becoming victims of
violence after arranging meetings through online dating platforms.



* To illustrate these risks further, let me tell you about the case of Mary Kay Beckman. In
2011, she met a man through an online dating site. However, their relationship took a
terrifying turn when her date, Wade Ridley, attacked her brutally. Little did she know that her
journey would take a nightmarish turn.

« Later, Mary Kay Beckman, 50, sued Match.com for nearly $10 million after being brutally
stabbed by a man she met through the online dating site. The assailant, \WWade Ridley, was
convicted of the attack in 2011. You see, it's not always what it seems. This tragic incident
underscores the very real physical dangers that can result from online dating encounters,
highlighting the importance of exercising caution and ensuring personal safety when meeting
someone for the first time.

S0, keep your eyes wide open and your wits about you; you never know who might be on
the other side of the screen.

* Now, here is another surprising thing. Many people who use online dating sites aren't
exactly single and ready to mingle. In fact, about half of the people you might chat with are
already In a serious relationship. And even more astonishing, 11% of them are actually
married to someone else!



« Sometimes, people might not tell the truth about their relationship status. They might take off their
wedding ring and pretend to be single when they're not. It's a situation that can be disheartening and
emotionally shaking, leaving you to wonder about the authenticity of the connections you are making online.
So, what do you do when you find yourself questioning the honesty of someone you've met online? The
answer Is simple: ask questions and engage in a bit of detective work if you have suspicions. It's perfectly
okay to do some digging if you think someone might not be completely honest with you. After all, honesty Is
a crucial part of any relationship, whether it's online or in person.

 Additionally, the presence of sex offenders on dating sites unquestionably injects an element of fear into
the digital dating landscape. Approximately one out of every ten people who have committed sexual offenses
are on dating websites to try to meet new people. It's quite concerning, really. Even more alarming, about one
In four rapists use online dating to find their victims.

 The thought of this can evoke a range of emotions, from fear to anger to profound concern. It's undeniably
unsettling to think that someone you may be chatting with online could have sinister motives hidden behind
their charming words and appealing profiles. But there is a way to be safe with it.

* If you ever feel worried about someone you've met online, you can check the National Sex Offender
Public Website. They have a list of people who have committed sex crimes, and you can search for
someone's name and where they live to see if they're on that list. It's a good tool to help keep yourself safe.



* Now, my purpose is not to freak you out. In fact, my goal is to encourage all of you to view online
dating as a tool for connection rather than a source of fear. The world has changed, and meeting
people online has become the norm. It's a remarkable opportunity to expand your social circle and
meet individuals you might not otherwise encounter in your day-to-day life. However, to make the
most of this opportunity, you must maintain vigilance and awareness at all times.

* Remember, online dating safety is all about common sense and looking out for yourself. So, go
out there, meet some interesting people, and have a blast, but always keep these safety strategies in
your back pocket. By approaching online dating with caution and awareness, you can maximize Its
potential for connection while minimizing risks. Do not forget that being prudent is more important
than being paranoid, isn't it?

 One of the first steps towards online dating safety is selecting reputable dating platforms. Imagine
you're planning a trip. You wouldn't just book the first flight you found, right? The same goes for
online dating. With the explosion of dating apps and websites, it's important to do your research.
Look for platforms with a proven track record of prioritizing user safety. Read user reviews and
testimonials to get a sense of other people's experiences on the platform. Don’t choose lesser-known
or free platforms, as they may not have robust safety measures.



» Create a safe and honest dating profile. Now, when it comes to creating your dating profile, you're essentially
creating an image of yourself for the digital world to view. However, let's avoid getting too abstract with our
personal information. While it's essential to showcase your personality and interests, it's equally important to protect
your personal information. Avoid sharing sensitive details such as your home address, phone number, or financial
information. Use a pseudonym or your first name only, and be cautious about sharing identifiable photos that can be
reverse-searched online.

* In the age of information, maintaining privacy can be a challenge. Do you want your potential matches to easily
trace your online dating profile to your Instagram, Facebook, or other social media accounts? Probably not. To
strike the right balance between presenting yourself online and guarding your personal space, it's important to use
different photos. Be mindful not to use photos that are readily available on your Instagram, Facebook, or any other
public platforms. This simple step prevents someone from effortlessly tracking you down elsewhere on the internet.

 Another safety measure is to set communication boundaries.

< Communication is the heart of online dating, and setting clear guidelines is essential for safety. Begin by being
cautious in your initial messages. Avoid sharing too much personal information too quickly. Be mindful of red flags
such as overly aggressive or insistent messages and report any suspicious behavior to the platform's administrators.
Eventually, if you decide to meet someone in person, it's crucial to prioritize your safety. Always arrange to meet in
public places, preferably during daylight hours. Inform a trusted friend or family member about you, including the
location and time of your meeting. Consider sharing your date's profile information and a photo with someone you
trust.



» When meeting someone for the first time, rely on your instincts. If something feels off or
uncomfortable, don't hesitate to leave the situation. Can you put a price on your safety and peace of
mind? Trust your gut, and never feel obligated to proceed if you have doubts. Your safety should
always be your top priority. Remember that you are in control of your online dating experience, and
you have the right to establish boundaries.

 One of the first lines of defense against potential online threats Is a strong password. Too often, we
underestimate the significance of crafting a robust password. It's the digital key to our personal
Information, and it should be treated with care. Additionally, make sure to review and adjust your
privacy settings on dating platforms. These settings allow you to control who can see your profile
and what information is visible. Take advantage of these features to ensure you're sharing only what
you're comfortable with.

* |f you encounter any suspicious profiles or behaviors on dating platforms, it's essential to report
them promptly. Most dating platforms have mechanisms in place for reporting such incidents. These
reports can help protect other users from potential harm. When reporting, provide as much detail as
possible about the issue you've encountered. The dating platform's support team will investigate and
take appropriate action if necessary. Remember, reporting is a community effort that benefits
everyone.



* In fact, there are many scam-detection apps and websites that you should use to improve online dating
safety. They monitor user behavior for suspicious patterns, cross-reference profile information for
Inconsistencies, and maintain databases of known scammers. But it doesn't stop there. Utilizing machine
learning algorithms, these tools can even detect unusual behavior or deviations from standard online dating
Interactions. They offer reporting mechanisms for users to flag suspicious profiles or activities, contributing to
the enhancement of the system's accuracy. And here is an exciting thing! Many of these platforms offer
educational resources. They provide users with knowledge on recognizing common online dating scams and
Impart guidelines for practicing safe online dating. They're there to have your back!

 Another safety precaution worth mentioning is the power of research.

« The simple act of conducting a Google search on your date reveals a wealth of information, allowing you to
be more informed. Starting with the basics of name-searching, you can explore social media profiles to
uncover hobbies, travel experiences, and personality traits, all while respecting their privacy boundaries.
Discovering mutual connections on platforms like LinkedIn adds an extra layer of trust and familiarity to your
Interactions, and stumbling upon news articles or blog posts they've written provides conversation fodder.
However, remember to exercise caution, as the goal is understanding, not intrusion.

* Lastly, don’t ignore red flags.



« Scammers are often skilled at creating a sense of urgency or fear to manipulate their victims. They may use
tactics like claiming to be in dire financial need, such as having medical bills, legal fees, or urgent travel
expenses, and they'll often tell you that they need money immediately. Some may move too quickly in
professing their love or commitment, saying "l love you" or proposing marriage after just a few conversations,
attempting to emotionally pressure you into giving them what they want. Others might promote "once-in-a-
lifetime™ investment opportunities that promise huge returns but require you to act immediately. Legitimate
Investments usually don't require instant decisions. To avoid falling for these red flags, take your time to get to
know someone or evaluate financial opportunities thoroughly. Don't feel pressured to make quick decisions.

 Another important red flag is inconsistencies in profiles. Scammers often slip up in maintaining a consistent
persona. Pay attention to these inconsistencies, such as conflicting information, in their stories. They might
tell you they work in one profession but mention a different job or career in another conversation. Check if
their background stories match their photos, and look for clues like mismatched surroundings that don't align
with their supposed location. Be cautious of profiles that seem too perfect, as scammers often use stunning
photos and claim to have ideal lives as a tactic to make you drop your guard. To identify these inconsistencies,
ask gquestions and engage In open conversations to better understand the person. Trust your instincts if
something doesn't seem right.



 Additionally, a lack of face-to-face interaction should raise concerns. Genuine relationships, whether for
personal or business reasons, generally progress to in-person or video interactions. Scammers avoid these
Interactions to maintain their anonymity. Look for signs like the avoidance of video calls, persistent excuses
for not meeting, or if the person only shares photos and avoids live interactions. To safeguard yourself,
Insist on video calls or face-to-face meetings when you feel comfortable and safe doing so. Genuine
individuals will respect your desire for real interaction.

« While dating platforms have their own reporting systems, there may be situations that escalate or involve
criminal activity. In such cases, do not hesitate to contact your local law enforcement agencies. Your safety
and well-being are paramount, and the authorities are there to help and protect you.

« The bottom line is that the importance of online dating safety cannot be emphasized enough. In the
digital world, where anonymity can be a double-edged sword, we must take every measure to protect
ourselves and our loved ones. In our fast-paced, tech-driven lives, it's easy to get swept up in the excitement
of meeting someone new. But we must not forget the potential risks that come with it. Always trust your
Instincts; iIf something doesn't feel right, take a step back and reassess the situation. And remember, it's
perfectly acceptable to set boundaries and communicate your comfort levels with potential partners.



* My final message to you all is this: remember that love should
enhance your life, not jeopardize it. Online dating can be a
wonderful avenue for romance, but only when approached with
wisdom and care. So, | advise you to embrace the opportunities of
online dating, but do so with a commitment to your own safety and
the safety of those you connect with.

* S0, let's stay informed about the potential risks and pitfalls. Let's
make the digital world of dating a place where genuine connections
flourish and everyone has the chance to find love and happiness.
Let's stay cautious In our interactions and decision-making. And
above all, let's stay safe.



* Thank You!
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